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IRTPA AND THE INFORMATION SHARING ENVIRONMENT 

The Intelligence Reform and Terrorism Prevention Act (IRTPA)—enacted into law by President George 
W. Bush on December 17, 2004—had a tremendous impact on the organization and direction of US 
intelligence efforts by encouraging and fostering an environment of interagency cooperation.  The most 
visible of these efforts includes the creation of the Office of the Director of National Intelligence (ODNI) 
and the integration of the National Counterterrorism Center (formerly TTIC) under the direction of the 
ODNI.  However, one of the most challenging requirements of IRTPA has yet to be met.   

Section 1016(a)(1)(A) of the IRTPA(Information Sharing)  mandates that the President shall: 

(A) create an information sharing environment for the sharing of terrorism information in a 

manner consistent with national security and with applicable legal standards relating to privacy 

and civil liberties; 

 

(B) designate the organizational and management structures that will be used to  operate and 

manage the ISE; and 

  

(C) determine and enforce the policies, directives, and rules that will govern the content and usage 

of the ISE. 
 
Section 1016 of IRTPA further dictates seemingly conflicting goals for the Information Sharing 
Environment (ISE) within its passages.   First, Section 1016(b)(2)(E) mandates that, where practical, ISE 
must employ an approach that emphasizes control over access to data, in addition to networks and 
systems  which contain it, without compromising security.  Second, the section goes on to state that ISE 
must, to the greatest extent practicable, facilitate the sharing of information within and across all security 
levels.  These two required attributes of ISE are a restatement of one of the biggest challenges facing 
information technology today; enhance collaboration by information sharing while maintaining a robust 
level of control.  In short, share more and do it more securely! 

TECHNOLOGY AS A BARRIER TO ASSURED INFORMATION SHARING 

The primary capability of the ISE is to support an environment of sharing for the ISE communities.   
The ISE-EAF document released in 2007 points out the apparent inability of current technology to 
provide a cost effective infrastructure to accomplish such secure sharing of information:  
 

“This inability causes proliferation of assets, ranging from multiple desktop machines for end-users to 

multiple server racks and associated networking equipment in back-office server rooms. This trend will 

continue for the foreseeable future.”i 

One of the major goals of the PM-ISE for 2008 is to reduce barriers to sharing by establishing a security 
framework emphasizing access to and the facilitation of information.   There has been no single 
technology vendor capable of answering this challenge alone. 
 

SISA ANSWERS THE CALL 

In 2005 three of the titans of the IT industry, Microsoft, Cisco, and EMC, were challenged by a 
Department of Defense customer to co-develop a solution for just this problem of “sharing and securing” 
for their coalition networks while leveraging their existing IT investments.   The DoD customer also 



 
 

“threw down a gauntlet” by requiring the solution lower
the overall infrastructure.   These seemingly difficult and conflicting functional requirements were met 
only through the dedicated, careful collaboration of these industry leaders.  The solution referred to as
the Secure Information Sharing Architecture (SISA) became the cornerstone of the formal joint venture of 
these companies known as the SISA Alliance.

The goal of SISA, the Alliance, and its members still remain true today.  Its singular purpose is to 
meet a specific sector-wide problem.   The challenge of facilitating information sharing while 
simultaneously maintaining cost effective
infrastructure is a government-wide quest that go
It’s an issue that is important enough and large enough to warrant the attention and dedication of 
everyone involved in IT, from end
regulatory bodies.   IRTPA and its call for an ISE is yet an
meeting this challenge. Through practical, proven experience it has shown that a solution that meets 
those requirements necessitates a disciplined, holist
SISA Alliance. 

One of the major advantages of leveraging a COTS
is the continued research and development that
an infrastructure constructed of COTS products
the individual components to create
members invest $12 billion annually 
ahead continues to lead the architecture down new paths.  Already under development, Release 2 of SISA 
plans support for cutting edge requirements such as federated ID management, secure voi
solutions for data at rest and application virtualization.  The combined strength and commitment of the 
members of the SISA Alliance ensure that the architecture and solution will advance and endure to meet 
the challenges of a truly effective ISE

 

For more information visit www.SISAalliance.com
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 Office of the PM-ISE, Information Sharing Environment Enterprise Architecture Framework, Version 1.0
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“threw down a gauntlet” by requiring the solution lower the overall Total Cost of Ownershop (TCO) of 
the overall infrastructure.   These seemingly difficult and conflicting functional requirements were met 
only through the dedicated, careful collaboration of these industry leaders.  The solution referred to as
the Secure Information Sharing Architecture (SISA) became the cornerstone of the formal joint venture of 
these companies known as the SISA Alliance. 

and its members still remain true today.  Its singular purpose is to 
wide problem.   The challenge of facilitating information sharing while 

cost effective, strict security controls over the data and
wide quest that goes beyond the needs of a specific department or agency.   

It’s an issue that is important enough and large enough to warrant the attention and dedication of 
, from end-users and customers, to vendors and System integrators

ry bodies.   IRTPA and its call for an ISE is yet another reminder of the difficult
meeting this challenge. Through practical, proven experience it has shown that a solution that meets 
those requirements necessitates a disciplined, holistic, multi-tier, multi-vendor approach which is the 

advantages of leveraging a COTS-based approach for information sharing and security 
development that the technology providers will invest in th

an infrastructure constructed of COTS products, there will be continued updates and improve
individual components to create solutions to meet ever changing client demands.  The SISA Alliance 

members invest $12 billion annually in research and development—crucial to customer value as the road 
ahead continues to lead the architecture down new paths.  Already under development, Release 2 of SISA 
plans support for cutting edge requirements such as federated ID management, secure voi
solutions for data at rest and application virtualization.  The combined strength and commitment of the 
members of the SISA Alliance ensure that the architecture and solution will advance and endure to meet 
the challenges of a truly effective ISE well into the future. 

 

For more information visit www.SISAalliance.com
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the overall Total Cost of Ownershop (TCO) of 
the overall infrastructure.   These seemingly difficult and conflicting functional requirements were met 
only through the dedicated, careful collaboration of these industry leaders.  The solution referred to as 
the Secure Information Sharing Architecture (SISA) became the cornerstone of the formal joint venture of 
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wide problem.   The challenge of facilitating information sharing while 

strict security controls over the data and the underlying 
nd the needs of a specific department or agency.   

It’s an issue that is important enough and large enough to warrant the attention and dedication of 
to vendors and System integrators and even 

other reminder of the difficulty and necessity of 
meeting this challenge. Through practical, proven experience it has shown that a solution that meets 

vendor approach which is the 

based approach for information sharing and security 
the technology providers will invest in the long term.  As 

and improvements in 
demands.  The SISA Alliance 

crucial to customer value as the road 
ahead continues to lead the architecture down new paths.  Already under development, Release 2 of SISA 
plans support for cutting edge requirements such as federated ID management, secure voice/video, 
solutions for data at rest and application virtualization.  The combined strength and commitment of the 
members of the SISA Alliance ensure that the architecture and solution will advance and endure to meet 
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